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• What we will cover in this course (Ojectives) :
• The primary functions and features of a Switch

• Explain how data, voice, and video are converged in a switched network.

• Describe a switched network in a small to medium-sized business.

• Explain how frames are forwarded in a switched network. 

• Compare a collision domain to a broadcast domain.

• Configuration switch ports to meet network requirements

• The purpose and function of NAT

• The need of spanning tree in network

Introduction



• Hardware component in network infrastructure that 
performs the switching process

• Data packets might come to the switch from devices, 
like computers or voice-over-IP (VoIP) phones

• More-distant destinations- forwards the packets to a 
router, which then forwards them to their destinations 
on the network.

• Layer 2 Switch

• perform a bridging function between LAN segments

• Hubs vs Switches

• Hub- a single collision domain, repeats the signal 

• Hub-cause problems with traffic congestion and data 
security

Network Switching



• Routing and switching are the basic functions of network communication but their functions are different.

Switching & Routing Basics

Switching

Switch data packets between devices on 

the same network or same LAN

Operate at Layer 2 of the OSI Model 

(Datalink Layer). 

Know where to send a data packet by 

using Layer 2 addresses (MAC address 

- hardware address of a network 

adapter). 

Maintain a table of MAC addresses 

(MAC Address table or CAM Table) 

and what physical switch port they are 

connected to 

Routing

Route packets between different 

networks or between different LANs

Operate at Layer 3 of the OSI Model 

(Network layer). 

Know where to send a packet by using 

Network part of the destination IP 

address.

Maintain a table called Routing Table 

and uses the routing table to determine 

the route to the destination network.



Switching & Routing Basics



Switching & Routing Basics



• Address Resolution Protocol (ARP)

• Four host devices known as PC1, PC2, PC3, 
and PC4

• PC1 knows the IP address of PC2 but not 
MAC

• PC1 uses an ARP to discover the MAC 
address

• PC2 reply with an ARP response message with 
its MAC address.

• Switch learns MAC addresses and store

• Switch will keep on maintaining the hardware 
address

Layer-2 Switches



• Features of Layer-2 Switches
• Act as a network bridge that links up various end devices 

• Transport data very rapidly and competently from the source to the destination

• Perform the switching function to re-arrange the data frames by learning the MAC address

• Splits a bulky complicated LAN network into small VLAN networks.

• By configuring multiple VLAN’s within a vast LAN network, the switching becomes faster

• Applications of Layer-2 Switches
• Can send data frame (source to destination) in the same VLAN easily without being physically connected

• Clients spread at the different locations can access the data easily without latency

• Save the server cost and time.

• Organizations can make internal communications by using these types of switches without the need of any 
internet connection.

• Software testers use these switches for sharing their tool by keeping it centrally at one server location

Layer-2 Switches



• Use for routing the data packets to the destination by using IP addresses and subnetting.

• Work at the 3rd Layer of the OSI reference model 

• Faster-switching speed than the layer-2 switches- even faster than the conventional routers 

• Implemented for network building of inter and intra networks

• The source end firstly looks at its routing table 

• Delivers the data packet to the destination and can pass the data between different LAN, 
MAN, and WAN

• Follows the shortest and secure path to deliver data between the end devices

Layer-3 Switches



• The Cisco Borderless Network has the 
following features:

• Allows organizations to connect anyone, anywhere, 
anytime, on any device; securely, reliably, and 
seamlessly. 

• Provides the framework to unify wired and 
wireless access, including policy, access control, 
and performance management across many 
different device types.

• Provides network services, and user and endpoint 
services that are all managed by an integrated 
management solution.

Cisco Borderless Networks



• A hierarchical switched LAN allows more 
flexibility, traffic management, and 
additional features: 

• Quality of service

• Additional security

• Support for wireless networking and 
connectivity

• Support for new technologies.

Role of Switched Networks



• 24-port gigabit fixed switch cannot 
support additional ports

• Modular configuration switches offer 
more flexibility in their configuration

• The line cards actually contain the ports

• Stackable configuration switches can be 
interconnected using a special cable

• Layer 2 switches forward frames 

• Maintain a MAC address table 

• Forward frames based on a defined frame 
switching method.

The Switched Environment

Fixed Configuration

Modular Configuration

Stackable Configuration



• MAC Address:

• known as “hardware address” or “physical 
address”, is a binary number used to uniquely 
identify 

• Packets sent on the Ethernet (coming from a 
MAC address and sent to a MAC address)

• Compare the packet’s destination MAC 
address to the adapter’s own MAC address

• MAC addresses are 12-digit hexadecimal 
numbers

• Leftmost 6 hexadecimal digits of the address -
manufacturer's unique identifier

• Rightmost 6 digits - serial number of the NIC 

The Switched Environment (MAC Address)



• MAC vs IP Address Relationship :

• MAC operates at Layer 2 of the OSI model while IP operates at Layer 3.

• MAC addresses used only to direct packets from one device to the next device 

• MAC address just gets the data packet to the next device 

• IP address is responsible for getting it to the ultimate destination

The Switched Environment (MAC Address)



• MAC Address Table:

• Categories of MAC Address Entries

• The dynamic entry is created by learning the source MAC address.

• The static entry is set by users.

• The blackhole entry is used to discard the frame with the specified source MAC address or destination 

MAC address. 

• Generation of a MAC address entry

• Automatically Generated MAC Address Entries

• Manually Configured MAC Address Entries

The Switched Environment (MAC Address)



• How Do Switches Learn Mac Address? 

The Switched Environment (MAC Address)
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• How Do Switches Learn Mac Address? 

The Switched Environment (MAC Address)



• A LAN switch makes decisions based on two
criteria:

• Ingress port - where a frame enters the
device

• Destination address

• A LAN switch maintains a table that it uses to
determine how to forward traffic.

• In the diagram, If a message enters switch port
1 with a destination address of EA, then the
switch forwards the traffic out port 4.

• Layer 2 Ethernet switches forward frames
based on the destination MAC address.

The Switched Environment (Frame Forwarding )



• Dynamically Populating a Switch MAC Address Table:

• Switch learn which devices exist on each port to transmit a frame

• Builds MAC address table in the content addressable memory (CAM).

• Uses the information in the MAC address table to send frames.

• Two-step process is performed on every Ethernet frame that enters a switch.

• Step 1. Learn—Examining the Source MAC Address

• If the source MAC address does not exist, it is added to the table along with the incoming port number.

• If the source MAC address does exist, the switch updates the refresh timer for that entry.

• Step 2. Forward—Examining the Destination MAC Address

• If the destination MAC address is in the table, it forwards the frame out the specified port

• Otherwise the switch forwards the frame out all ports except the incoming port.

The Switched Environment (Frame Forwarding )



• Switch Forwarding Methods

The Switched Environment (Frame Forwarding )



• Switch Forwarding Methods

The Switched Environment (Frame Forwarding )

• Features of Store-and-Forward Switching:

• Error Checking– After receiving the entire
frame, the switch compares the frame-check-
sequence (FCS) value in the last field against its
own FCS calculations. Only error-free frames
are forwarded

• Automatic Buffering– ingress port buffering
provides the flexibility to support any mix of
Ethernet speeds.

• Mismatch in speeds between the ingress and
egress ports, the switch stores the entire frame in
a buffer.



• Switch Forwarding Methods

The Switched Environment (Frame Forwarding )

• Features of Cut-Through Switching:

• Rapid Frame Forwarding - The switch can
make a forwarding decision as soon as it has
looked up the destination MAC address.

• Frames with errors are forwarded.

• Fragment Free - modified form of cut-through
switching. The switch waits for the collision
window (64 bytes) to pass before forwarding the
frame.

• Provides better error checking than cut-through,
with practically no increase in latency.



• Collision Domains

• In hub-based Ethernet segments, network
devices compete for the medium, therefore
collisions will occur.

• Ethernet switch ports operating in full duplex
eliminate collisions.

• Ethernet switch ports will autonegotiate full-
duplex if connected to full-duplex device.

• If connected to a half-duplex device then the
switch port will operate in half duplex and be
part of a collision domain.

The Switched Environment (Switching Domains)

• Broadcast Domains

• One switch or multiple interconnected switches 
form a single broadcast domain.

• When a switch receives a broadcast frame, it
forwards the frame out each of its ports, except
the ingress port where the broadcast frame was
received.

• When two switches or more switches are
connected together, the broadcast domain is
increased because the broadcast is propagated
from switch to switch.

• Too many broadcasts can cause network
congestion





• Private IP addresses cannot be routed over the Internet.

• To allow a device with a private IPv4 address to access devices and resources outside of 
the local network, the private address must first be translated to a public address.

• NAT is used to translate private IP addresses to public addresses that can be routed over the 
Internet.

• One public IPv4 address can be used for thousands of devices that have private IP 
addresses.

NAT Characteristics

IPv4 Private Address Space 



• Private IP addresses cannot be routed over the 
Internet.

• NAT is used to translate private IP addresses used 
inside a company to public addresses that can be 
routed over the Internet.

• NAT hides internal IPv4 addresses from outside 
networks.

• Companies use the same private IPv4 
addresses so outside devices cannot tell one 
company’s 10.x.x.x network from another 
company’s 10.x.x.x network.

• A NAT-enabled router can be configured with 
multiple public IPv4 addresses to be used in a pool 
or NAT pool for internal devices configured with 
private addresses.

NAT Characteristics

What is NAT?

Figure: R2 is a border router. From the perspective of the Internet service 

provider (ISP), R2 is a stub  network.



• Four types of addresses: inside, outside, local, and 
global

• Always consider the device that is having its 
private address translated to understand this 
concept.

• Inside address – address of the company 
network device that is being translated by 
NAT

• Outside address – IP address of the destination 
device

• Local address – any address that appears on 
the inside portion of the network

• Global address – any address that appears on 
the outside portion of the network

NAT Characteristics

NAT Terminology



NAT Characteristics

NAT Terminology



NAT Characteristics

How NAT Works

1. The private (internal) IP address gets translated to a 
public IP address used to reach the external server.



NAT Characteristics

How NAT Works

2. The translated public address is used by the server to 
send the requested information to the device that actually 
has a private IP address assigned to it. 

3. The NAT-enabled router consults the routing table to see 

what private address requested the data.



• Static address translation (static NAT) assigns 
one public IP address to one private IP address

• Commonly used for servers that need to be 
accessed by external devices or for devices that 
must be accessible by authorized personnel 
when offsite such as a company web server

• One-to-one address mapping between local and 
global addresses

NAT Characteristics

Static NAT



• A network administrator using PC4 specifies the 
inside global address (209.165.200.226) of Svr1 
to remotely connect to it using SSH. 

• R2 translates this inside global address to the 
inside local address and connects the 
administrator’s session to Svr1.

• Static NAT requires that enough public 
addresses 

• Static translations are used when clients on the 
outside network (Internet) need to reach servers 
on the inside (internal) network.

NAT Characteristics

Static NAT



• Addresses are assigned on a first-come, first 
serve basis

• The number of internal devices that can transmit 
outside the company is limited to the number of 
public IP addresses in the pool.

• When an inside device requests access to an 
outside network, dynamic NAT assigns an 
available public IPv4 address from the pool.

• requires that enough public addresses are 
available to satisfy the total number of 
simultaneous user sessions.

NAT Characteristics

Dynamic NAT



• PAT (NAT overload) can use one public IPv4 
address to allow thousand of private IPv4 to 
communicate with outside network devices.

• Maps multiple private IPv4 addresses to a single 
public IPv4 address (home routers do)

• Each private address is tracked by a port number.

• A device initiates a TCP/IP session and 
generates  a TCP or UDP source port value to 
uniquely identify the session

• NAT router receives a packet uses its source port
number to specific NAT translation. 

• Source port number becomes the destination port 
number on the return trip

NAT Characteristics

Port Address Translation (PAT)

R2 processes each packet, it uses a port number (1331 and 1555) to

identify the device from which the packet originated. The source address

(SA) is the inside local address with the TCP/IP assigned port number

added. The destination address (DA) is the outside local address with

the service port number added. In this example, the service port is 80,

which is HTTP



Spanning Tree 



• Layer 2 network protocol used to prevent looping within a network topology

• Created to avoid the problems that arise when computers exchange data contains redundant paths. 

• Circles around network segments, affecting performance and bringing traffic to a near halt.

• Redundancy helps to protect against disaster, but lead to bridge or switch looping. 

• In looping data begins to circle around the same paths, becoming amplified and resulting in a broadcast 
storm.

• STP can help prevent bridge looping on LANs that include redundant links. 

• Monitors all network links,

• Identifies redundant connections

• Disables the ports that can lead to looping.

Spanning Tree (What is STP and how does it work?)



Spanning Tree (Why do we need spanning-tree?)

• H1 sends an ARP request because it’s looking for the 
MAC address of H2. An ARP request is a broadcast 
frame.

• SW1 will forward this broadcast frame on all it 
interfaces, except the interface where it received the 
frame on.

• SW2 will receive both broadcast frames.

• Now what does SW2 do with those broadcast frames?

• It will forward it out of every interface except the 
interface where it received the frame on.

• This means that the frame that was received on interface 
Fa0/0 will be forwarded on Interface Fa1/0.

• The frame that was received on Interface Fa1/0 will be 
forwarded on Interface Fa0/0.



• Important terms used in Spanning Tree Protocol

• Bridge

• Root Bridge (RB):

• Non-Root Bridge (NRB)

• Root Port (RP)

• Designated Port (DP)

• Port ID

• Path Cost (PC)

• Each  port is set to one of five states to control frame forwarding:

• Disabled

• Blocking

• Listening

• Learning

• Forwarding

Spanning Tree (What are STP port states?)



Spanning Tree (How spanning-tree solves loops?)

• Since spanning tree is enabled, all our switches will 
send a special frame to each other called a BPDU 
(Bridge Protocol Data Unit). 

• BPDU there are two pieces of information that 
spanning-tree requires:

• MAC address

• Priority

• The MAC address and the priority together make up 
the bridge ID. The BPDU is sent between switches

• Bridge ID = Priority + MAC address.



Spanning Tree (How spanning-tree solves loops?)

• Spanning-tree requires the bridge ID for its calculation. 

• First of all spanning tree will elect a root bridge; that will be the 
one that has the best “bridge ID”.

• The switch with the lowest bridge ID is the best one.

• By default the priority is 32768 but we can change this value if 
we want. Bridge ID = Priority + MAC address.

• SW1 will become the root bridge! Find short path to root bridge

• The ports on root bridge are always designated which means they 
are in a forwarding state. 

• “D” as designated and R as “root port” 

• shortest path” in spanning tree means the speed of the interface

• the interfaces and their cost:

• 10 Mbit = Cost 100

• 100 Mbit = Cost 19

• 1000 Mbit = Cost 4

• still have a loop then port needs to shut down



Thank You

It Feels Good When You Understand


